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Introduction 

IPIECA has developed a set of tools to help make the 
business case for Corporate Social Responsibility (CSR), 
and improve internal company due diligence processes for 
social performance.

Four tools have been developed: 

1. Risk terminology: This generic risk terminology
was designed based on the outcomes of a survey of
member company methodologies for enterprise risk
management. The purpose was to provide a framework 
for how to structure the work on adverse impacts, risks
and costs.

2. Adverse impacts chart: This chart describes the
types of adverse social and human rights impacts that
may lead to business risk, as well as providing examples
of specific adverse impacts, and examples of relevant
human rights.

3. Financial proof points on the costs of failing
to identify and address social and human
rights impacts: This tool enables companies to
systematically quantify the costs of failing to identify
and address adverse social and human rights impacts.
Examples of prevention measures are also provided.

4. Social risk bowties: Bowties are a risk evaluation
method used widely within the oil and gas industry.
A bowtie template is provided, together with two
examples of social risk bowties covering: access to
water and in-migration of workforce.

Please note that each tool is designed to be flexible and 
adaptable to the internal needs of companies. They are not 
intended to be conclusive or prescriptive. 
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1. Name of the risk

2. Risk description Qualitative description of risk usually containing four elements: 
sources, causes, events and consequences. Also can include size, 
type, number and dependencies.

3. Nature of risk Categorisation of risk, eg. strategic, operational, financial, 
knowledge or compliance.

4. Quantification of risk •	 Probability and size of potential losses/gains.

•	 Consequences of both threats and opportunities (high, 
medium and low).

•	 Probability of threats only (probable, possible, remote).

5. Risk treatment and control  
     mechanisms 

•	 Objective(s) for control of the risk and desired level of 
performance.

•	 Primary means by which the risk is currently managed.  

•	 Levels of confidence in existing control.

•	 Identification of protocols for monitoring and review.

6. Potential action for improvement •	 Recommendations to reduce risk. 

•	 Risk owner.

•	 Action owner.

7. Residual risk description

Tool 1: Risk terminology

Event: Something that happens. (This is a common  
English language definition, not a particular risk term.)

Risk source: Element which alone or in combination has 
the intrinsic potential to give rise to risk. A risk source can  
be tangible or intangible.

Risk cause: Something that produces an effect, result, or 
condition. In this case, it means the cause of an event. 

Consequence: Outcome of an event affecting objectives:

•	 An event can lead to a range of consequences

•	 A consequence can be certain or uncertain and can 
have positive or negative effects on objectives

•	 Consequences can be expressed qualitatively or 
quantitatively

•	 Initial consequences can escalate through knock-on 
effects

1 Prior to the development process, scoping in both the downside and 
upside is particularly relevant, because this can impact the development 
design. Post-development, risks typically focus on the downside.

Proposed definition of risk: Risk is the combination 
of the severity of the consequences of the event and 
the probability of an event. The severity of an incident 
takes priority over the probability of an event. In all types 
of undertaking, there is the potential for events and 
consequences that constitute opportunities for benefit 
(upside) or threats to success (downside)1. 
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NATURE OF RISK

It can be useful to assign a “nature of risk” category. 

Business activities and decisions can be classified in a range 
of ways. Examples include: 

•	 Strategic - These concern the long-term strategic 
objectives of the organisation. They can be affected by 
such areas as capital availability, sovereign and political 
risks, legal and regulatory changes, reputation and 
changes in the physical environment. 

•	 Operational - These concern the day-to-day issues 
that the organisation is confronted with as it strives to 
deliver its strategic objectives. 

•	 Financial - These concern the effective management 
and control of the finances of the organisation and the 
effects of external factors such as availability of credit, 
foreign exchange rates, interest rate movement and 
other market exposures. 

•	 Knowledge management - These concern 
the effective management and control of the 
knowledge resources, the production, protection and 
communication thereof. External factors might include 
the unauthorised use or abuse of intellectual property, 
area power failures, and competitive technology. 
Internal factors might be system malfunction or loss of 
key staff. 

•	 Compliance - These concern such issues as health and 
safety, environmental, trade descriptions, human rights, 
consumer protection, data protection, employment 
practices and regulatory issues. 

Tool 1 
Risk terminology
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Tool 2: Adverse impacts chart

ABOUT THIS CHART

This chart describes the types of adverse social and 
human rights impacts which may lead to business risk, and 
provides examples of adverse impacts and the relevant 
human rights.

The types of events or consequences that can result from 
the social or human rights impacts, and which give rise to 
business risk, include:

• Local community opposition such as protests or
blockades, particularly of project essential supplies
(e.g. water)

• Increased demands for community investments for
companies to deliver basic infrastructure, education
and health

• Community lobbying of local or national authorities to
refuse or rescind permits

• Claims for compensation

• Legal cases with punitive enforcement measures

• Safety incidents, sabotage, go-slows and strikes
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Tool 3: Financial proof points on the costs of failing to 
identify and address social and human rights impacts

ABOUT THIS TOOL 

The purpose of this tool is to enable companies to 
systematically quantify the costs of failing to identify and 
address adverse social and human rights impacts.  
Examples of prevention measures are also provided. 

This tool is informed by the 'typology of costs' included 
in the Rachel Davis and Daniel Franks paper, Costs of 
Company-Community Conflict in the Extractive Sector 
(Harvard Kennedy School, Shift, The University of 
Queensland, 2014).

Types of costs experienced by extractive companies as a result 
of conflict with local communities (when failing to identify and 
address social and human rights impacts) 

If possible, express costs as:
• % time delay

• USD Budget overspend

• USD Cost range

• Materiality of impact on 
budget or schedule

Comments

Security Payments to state forces or company security 
contractors.

Increased operational cost of security e.g. fences, 
additional patrols, escorts, alarms, transport, 
equipment, reduced mobility.

Increased security training and management: 
staff time, cost of programs.

Health and 
safety

Injuries to personnel or local community  
living in vicinity.

Environment Repair cost and spill response resulting 
from sabotage acts to pipelines and other 
infrastructure.

Project 
modification

Design modification costs: application, redesign, 
legal approval, delayed completion.

Modifications to existing facilities.

INSTRUCTIONS

1. Use the Adverse Impacts Chart tool to identify the
incidents that fall within scope.

2. In collaboration with colleagues from relevant
disciplines, identify real cases in which the
consequences of adverse impacts led to loss or
erosion of value.

3. Update this tool on an annual basis as part of tracking
the developing business case.

QUANTIFYING COSTS OF FAILING TO IDENTIFY AND ADDRESS SOCIAL AND HUMAN RIGHTS IMPACTS 2

2 Types of costs adapted from Rachel Davis and Daniel Franks paper, Costs of Company-Community Conflict  
in the Extractive Sector (Harvard Kennedy School, Shift, The University of Queensland, 2014). 
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Types of costs experienced by extractive companies as a result 
of conflict with local communities (when failing to identify and 
address social and human rights impacts) 

If possible, express costs as:
•	 % time delay

•	 USD Budget overspend

•	 USD Cost range  

•	 Materiality of impact on 
budget or schedule

Comments

Risk 
management

Insurance: higher premiums and coverage, 
risk rating, withdrawal of coverage.

Legal and conflict expertise: specialist training 
for staff, additional staff.

Material/

physical  damage

Damage/destruction to public or private 
property/infrastructure.

Lost 
productivity/

operational 
delays/ 

project 
termination

Operations discontinued: closure or enforced 
through injunction.

Temporary shutdown of operations during 
exploration. 

•	 Drilling.

•	 Onshore seismic acquisition delays.

Temporary shutdown of operations during 
construction.

•	 Daily cost of mobilised staff and 
equipment.

Disruption to production: BOEPD (Barrels of 
oil equivalent per day) losses.

Disruption to delivery routes leading to delays 
in deliveries/supplies.

Loss of 
opportunity for 
future business

Lost opportunity for future expansion and/or 
new projects.

•	 Access to new country/region. 

•	 New opportunities in same country/
region.

Losses in retail 
business

Withdrawal of customer goodwill, e.g. 
cancellation of orders, boycott by retail 
customers.

Tool 3 
Financial proof points on the costs of failing to identify and address social and human rights impacts
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Types of costs experienced by extractive companies as a 
result of conflict with local communities (when failing to 
identify and address social and human rights impacts) 

If possible, express costs as:
• % time delay

• USD Budget overspend

• USD Cost range

• Materiality of impact on budget or 
schedule

Comments

Losses in retail 
business

Withdrawal of customer goodwill, e.g. 
cancellation of orders, boycott by retail 
customers.

Greater 
regulatory 
burden

Increased scrutiny by regulatory 
authorities

• Cost of audits, reports and
preparation.

• Cost of additional staff and systems
to ensure compliance.

• Costs of repeating regulatory.
processes due to loss of permits.

Capital Loss of value of property: full write-off, 
other depreciation.

Inability to repay debt or default 
on debt.

Difficulty raising new capital/increase 
in the cost of capital. 

Share price instability/loss of value 
(within relevant time period).

Increased scrutiny by new and  
socially responsible investors.

Investor divestment/selling  
of stock share.

Personnel Staff time diverted to grievance 
management, compensation 
assessment, risk and conflict 
management.

Executive time spent on managing 
social/human rights issues.

Hostage-taking: rescue operations, 
compensation.

Remediation costs: meetings, 
negotiations, mediators.

Arrests of staff.

Injuries to staff and facilities.

Tool 3 
Financial proof points on the costs of failing to identify and address social and human rights impacts
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Types of costs experienced by extractive companies as a 
result of conflict with local communities (when failing to 
identify and address social and human rights impacts) 

If possible, express costs as:
•	 % time delay

•	 USD Budget overspend

•	 USD Cost range  

•	 Materiality of impact on budget or 
schedule

Comments

Personnel

(cont'd)

Retention costs: higher salaries, 
compensation packages, bonuses.

Low morale and stress-related effects.

Recruitment: costs of advertising positions, 
screening, interviewing, induction training.

Hiring of consultants and mediators.

Reputation Higher expenditure on public relations: 
consultants, dissemination of information.

Competitive loss/disadvantage: negative 
media coverage, impact on brand, investor 
confidence.

Loss of opportunities with potential partners/
bidding processes. 

Staff and management time in managing 
forced engagements with communities.

Additional (forced/voluntary) commitments 
for community investments. 

Damage to key relationships (e.g. national or 
local government security forces).

Increased social and environmental 
obligations/commitments to mitigate 
impacts.

Redress Compensation (out of court payments).

Fines.

Costs of administrative proceedings or 
litigation: cost of proceedings, judgment or 
settlement.

Legal/
commercial 
modification

Cost of changes to licenses or production 
sharing agreements (e.g. lawyer’s time).

Change of operatorship.

Tool 3 
Financial proof points on the costs of failing to identify and address social and human rights impacts
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Prevention measures
Estimated cost  
(context specific)

Further information

Hiring of (additional) Community Liaison Officer/s, 
Community relations managers.

Implement Community Grievance Mechanism.

Need-based community investments.

Provide human rights and related training to project 
team members .

Conduct risk assessments (e.g social, environmental, 
human rights…).

EXAMPLES OF PREVENTION MEASURES

Tool 3 
Financial proof points on the costs of failing to identify and address social and human rights impacts



19 ― Making the business case for CSR. Social performance tools. 

Tool 4: Social risk bowties

INTRODUCTION TO IPIECA’S SOCIAL RISK BOWTIES

• IPIECA members have identified a need to express social
and human rights risks and impacts in traditional risk
language, to enable social performance specialists to
engage more effectively with their colleagues, and build
understanding of these issues.

• Bowtie formats are used widely within the oil and gas
industry as a risk evaluation method, and therefore offer
an ideal way of expressing social risks.

• Bowties also provide a useful tool for considering
the causes and potential consequences of social
and human rights risks and impacts, helping to raise
awareness within companies of the importance of
managing these.

• IPIECA has developed two examples of social risk
bowties on:

-- Access to water

-- In-migration of workforce

WHAT ARE BOWTIES?

• Bowties are a tool/methodology used in the oil and
gas industry to understand and manage safety and
operational risk.

• They enable the logical depiction of a risk event, its
causes and consequences, and the barriers that can
prevent or mitigate the event.

• They help to bring an operational focus to barriers:
whether they are in place and whether they are
functioning and robust enough to prevent a cause from
resulting in an event, or to mitigate the consequences.

• They are a “thinking” tool that allow internal
stakeholders (e.g. operations, management) as well
as contractors, to think through and discuss risks and
potential consequences, and then agree on prevention
and mitigation measures to be put into place.

• The quality of bowties can vary, and the more specific
they are, the better.
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KEY ELEMENTS OF THE BOWTIE APPROACH

BOWTIE TERMINOLOGY

Hazard: The potential to cause harm or damage to 
people, property, socio-economic activity, products or the 
environment, and incur related losses or increased liabilities.

Top Event (TE): A hazardous situation resulting from the 
“release” of the hazard.

Threat: A possible cause that will potentially release a 
hazard and produce a TE.

Prevention barrier or measure: A technical, operational 
or organizational measure put in place to prevent a threat 
causing the TE. It can also be called “threat control”. 

Consequence: The possible result from a TE.

Tool 4 
Social risk bowties

Recovery barrier or measure: A technical, operational 
or organizational measure that reduces or eliminates 
the consequences arising from a TE. It includes recovery 
measures after the consequence occurred.

Scenario: The entire event or chain of events, from 
threats, to prevention barriers, to the TE, consequences and 
recovery barriers.  

Risk: A combination of the chance that a consequence will 
occur and the severity of that consequence.

PREVENTION 
BARRIER

The cause of  
the loss of control. 
Also called 
‘causes’

A hazard is the �issue 
area, e.g.
•	 Access to water 
•	 In-migration of �  

workforce

Prevention and recovery barriers 
�(or measures) are, respectively,  
measures to prevent the threats 
�that lead to the top event or to 
mitigate the consequences of �the 
top event

A consequence is  
the impact/result of  
the top event on  
the business

CONSEQUENCESTHREATS

HAZARD

TOP 
EVENT

Top event is what happens to create  
the loss of control of the issue, harm to 
business has not necessarily been done yet, 
but potential exists

RECOVERY
BARRIER
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A SIMPLE BOWTIE TEMPLATE

HAZARD Consequence

Consequence

Consequence

Threat

TOP 
EVENTThreat

Threat

Prevention  
barrier or  
measure

Prevention  
barrier or  
measure

Prevention  
barrier or  
measure

Recovery  
barrier or  
measure

Recovery 
barrier or  
measure

Recovery  
barrier or  
measure

BENEFITS AND CHALLENGES

Benefits

The benefits of using bowties can include: 

•	 Demonstrating that social and human rights issues can 
utilize similar tools and methodologies as operational 
risks

•	 Useful tool to consider the causes and potential 
consequences of social and human rights risks

•	 May help to raise management awareness of the 
importance of managing social and human rights risks

•	 Focus on prevention and mitigation barriers enables 
companies to improve planning

•	 Building mutual understanding between risk, 
environmental and social teams, and operations and 
project teams

Tool 4 
Social risk bowties

Challenges

Practitioners should also be aware of potential challenges in 
using the bowtie model: 

•	 Defining the potential and actual risk event can be 
particularly challenging for social and human rights risks

•	 It is important to discuss and manage the risk event, 
causes and consequences appropriately

•	 The original bowtie methodology needs some flexibility, 
For example:  

-- Social and human rights risks do not always have 
passive physical barriers

-- Some prevention and recovery barriers/measures 
can be multi-purpose, e.g. grievance mechanisms
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BOWTIE EXAMPLE 1 – ACCESS TO WATER
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BOWTIE EXAMPLE 2 – IN-MIGRATION OF WORKFORCE
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IPIECA is the global oil and gas industry association for environmental and social issues. It develops, shares and
promotes good practices and knowledge to help the industry improve its environmental and social
performance, and is the industry’s principal channel of communication with the United Nations. 

Through its member-led working groups and executive leadership, IPIECA brings together the collective
expertise of oil and gas companies and associations. Its unique position within the industry enables its members
to respond effectively to key environmental and social issues.
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